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Who am I? 

Á Roberto Suggi Liverani 

 

Á Security Consultant, CISSP - Security-Assessment.com 

 

Á 4+ years in information security, focusing on web application and 
network security 

 

Á OWASP New Zealand founder/leader 

 

Á Personal blog: http://malerisch.net  
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Agenda 

Á Introduction  

ÁTechnologies: JavaScript, DOM, Ajax, JSON 

ÁSecurity: JavaScript Security Model 

Á Practical tips 

ÁJavaScript Analysis\Debugging Tools 

ÁFinding vulnerabilities in JavaScript ï DOM XSS 

ÁReversing JavaScript ï Ajax 

ÁReversing JavaScript ï JSON 

ÁObfuscated JavaScript ï Deobfuscation techniques 

ÁDean Edwards Packer 

ÁMore complex cases 
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Technology - JavaScript 

Á JavaScript 

ÁJavaScript provides five primitive data types: number, string, 
Boolean, undefined, and null. 

ÁNumber: var x = 3.14;  

ÁString: var string1 = "This is a string";  

ÁBoolean: var a = true  

ÁUndefined and null do not store data. var x;  var y = null;  

ÁReference types includes the composite types (objects and 
arrays) and functions. Arrays and functions are special kinds of 
objects. 

ÁObject: navigator.appVersion (navigator is an object)  

ÁArray: var x = myArray[5];  

ÁEach primitive type is associated with an object that provides 
methods useful for manipulating that kind of data.  
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Technology - JavaScript 

Á JavaScript Operators: 

ÁMathematical (+, ï, *, and %)  

ÁBitwise (&, |, ^, ~, << >> >>> Zero -fill right shift)  

ÁComparison (<<, >>, ==, ===, !=, >>=, and <<)  

ÁAssignment (=, +=, and so on)  

ÁLogical (&&, ||, and !)  

ÁConditional operator (?:)  

ÁString concatenation operator (+)  
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Technology - JavaScript 

Á JavaScript Statements: 

Áif  (expression)  statement or block 
else   statement or block 

Áswitch  (expression) 
{  
  case condition 1: statement(s)  
  break; 
  default: statement(s)  
}  

Áwhile  (expression) 
         statement or block of statements to execute  

Ádo  {statement(s);} while (expression);  

Áfor  (initialization; test condition; iteration statement)  
    loop statement or block 

Áwith  (object) { statement(s); }  

ÁLabels can be used with break  and continue . 
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Technology - JavaScript 

Á JavaScript functions 

ÁFunction: function functionname(parameter-list)  
{ statements }  
 
function addThree(arg1, arg2, arg3)  
{ return  (arg1+arg2+arg3); }  

ÁFunction as object:  
var sayHello = new Function("alert('Hello there');");  

ÁFunctions can be recursive (function within a function)  

Á JavaScript Global and local variables 

Ávar x = 5; //global variable  
function z() { var x = 3; //local variable }  
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Technology - JavaScript 

Á JavaScript Objects: user-defined, built -in, browser, and document 

ÁUser-defined: custom objects 

ÁBrowser: objects that most browsers support  

ÁBuilt-in: Built -in objects are provided by the JavaScript language 
itself (Array, Boolean, Date, Math, Number and String) 

ÁDocument: objects are part of the Document Object Model 
(DOM), as defined by the W3C 

 Type  Example  Implementation 
Provided By  

Governing 
Standard  

User-defined Programmer-defined 
Customer or Circle 

Programmer None 

Built-in Array, Math The browser via its 
JavaScript engine 

ECMA-262 

Browser Window, Navigator The browser None (though some 
portions adhere to an 
ad hoc standard) 

Document Image, 
HTMLInputElement 

The browser via its 
DOM engine 

W3C DOM 
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Technology - JavaScript 

Á JavaScript objects: 

Ávar myString = new String("Hello world");  
alert(myString.length);  
x=myString.upperCase(); alert(x);  

ÁmyString is a built-in String object.  
Length = the property of the myString object.  

ÁProperties that are functions are called methods (such as 
upperCase(); ).  

Á JavaScript Regular expressions are the tool JavaScript provides for 
matching and manipulating string data based on patterns.  

Ávar pattern = new RegExp("http"); 
pattern.test ("HTTP://WWW.W3C.ORG/"); 

ÁTest() method returns a Boolean indicating whether the string 
given as its argument matches the pattern  
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Technologies - DOM 

Á DOM (Document Object Model) 

ÁBasic Object model for all modern browsers 

 

 

 

ÁHTML Document model ï two basic examples 

 



Slide:11 © 2009 Security -Assessment.com 

Technologies - DOM 

Á DOM ï Object naming, properties, methods and events 

ÁNaming and references through attribute ñidò or ñnameò 

Á<div id=ñ1ò> - <p id=ñhò> - <form name=ñtestò> 

ÁObject: Properties, methods and events 

Á<input type=ñbuttonò> -> type is a property, button is the 
value property of type. 

ÁDepending on the object, none or multiple methods are 
available such as submit(), onfocus(), etc.  

ÁEvents -> Events are actions that take place in a document, 
usually as the result of user activity.  

Á<input type=ñbuttonò onclick=ñj();ò> - onclick is an event 
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Technologies - DOM 

Á Traversing DOM 

ÁReaching Elements in a Document 

Ádocument.getElementById('id ô): Retrieves the element with 
the given id as an object 

Ádocument.getElementsByTagName('tagname '): Retrieves all 
elements with the tag name tagname and stores them in an 
array-like list 

ÁReading Element Attributes, Node Values, and Other Node Data 

Ánode.getAttribute('attribute '): Retrieves the value of the 
attribute with the name attribute  

Ánode.setAttribute('attribute ', 'value') : Sets the value of the 
attribute with the name attribute to value  

Ánode.nodeType: Reads the type of the node (1 = element, 3 
= text node)  
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Technologies - DOM 

Ánode.nodeName: Reads the name of the node (either 
element name or # textNode) 

Ánode.nodeValue: Reads or sets the value of the node (the 
text content in the case of text nodes)  

ÁNavigating Between Nodes 

Ánode.previousSibling: Retrieves the previous sibling node and 
stores it as an object. 

Ánode.nextSibling: Retrieves the next sibling node and stores 
it as an object.  

Ánode.childNodes: Retrieves all child nodes of the object and 
stores them in an list.  

ÁThere are shortcuts for the first and last child node, named 
node.firstChild and node.lastChild. 

Ánode.parentNode: Retrieves the node containing node. 
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Technologies - DOM 

ÁCreating New Nodes 

Ádocument.createElement(element): Creates a new element 
node with the name element.  

Ádocument.createTextNode(string) : Creates a new text node 
with the node value of string.  

ÁnewNode = node.cloneNode(bool): Creates newNode as a 
copy (clone) of node. If bool is true, the clone includes 
clones of all the child nodes of the original.  

Ánode.appendChild(newNode): Adds newNode as a new (last) 
child node to node. 

Ánode.insertBefore(newNode,oldNode): Inserts newNode as a 
new child node of node before oldNode. 

Ánode.removeChild(oldNode): Removes the child oldNode 
from node. 
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Technologies - DOM 

Ánode.replaceChild(newNode, oldNode): Replaces the child 
node oldNode of node with newNode. 

Áelement.innerHTML: Reads or writes the HTML content of 
the given element as a stringð including all child nodes with 
their attributes and text content  
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Technologies ï JavaScript Security 

Á JavaScript comes with some protections and security: 

Á Some examples: 

ÁNo direct access to write or delete files or directories 

ÁNo networking primitives of any type  

ÁOnly certain History object methods exposed: back(), forward(), 
and go().  

ÁFileUpload object property value cannot be set.  

ÁNo form submit() to a mailto: or news: URIs.  

ÁNo browser window closure unless the script opened/created the 
window itself.  

ÁNo creation of window that is smaller than 100 pixels on a side 
(other similar actions are forbidden).  

ÁEvent object properties cannot be set. 
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Technology ï JavaScript Security 

Á SOP (Same Of Origin Policy) 

ÁScript can read only the properties of windows and documents 
that have the same origin as the script itself . 

ÁThe same-origin policy does not actually apply to all properties 
of all objects in a window from a different origin.  

ÁWindow objects origin-policy exceptions: 

ÁLocation object 

ÁpostMessage()  

Áframes attribute  

ÁXXX4 method  

ÁDocument.domain can also be used to relax SOP restrictions 

Áaa.domain.com and bb.domain.com can communicate if 
document.domain = domain.com  
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Technology ï JavaScript Security 

Á Some examples of SOP in action 

URLs Cross ï Scripting 
allowed? 

Comments 

http://www.example.com:8080/script1.js  NO Port number doesnôt 
match. http://www.example.com/script2.js  

http://www.example.com/script1.js  NO Protocol type doesnôt 
match. https://www.example.com/script2.js  

http://www.example.com/script1.js  NO Browser will not perform 
domain name resolution. http://192.168.0.10/script2.js  

http://sub.example.com/script1.js  NO Subdomains treated as 
separate domains. http://www.example.com/script2.js  

http://www.example.com/hello/script1.js  YES Domain name is the 
same. http://www.example.com/bye/script.2.js  

http://www.example2.com/script1.js  NO Different domain names. 
http://www.example1.com/script2.js  
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Technologies - Ajax 

Á Ajax (Asynchronous Javascript And XML) 

Á Ajax = multiple technologies working together  

Á Components: 

ÁHTML/XHTML 

ÁNecessary to display the information 

ÁJavaScript 

ÁNecessary to initiate the client-server communication and 
manipulate the DOM to update the web page 

ÁDocument Object Model (DOM) 

ÁNecessary to change portions of an XHTML page without 
reloading it.  

ÁServer-side processing 

ÁThere is no Ajax without a stable, responsive server waiting 
to send content to the engine  
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Technologies - Ajax 

Á Ajax Components 

ÁCascading Style Sheet (CSS) 

ÁIn an Ajax application, the styling of a user interface may be 
modified interactively through CSS 

ÁExtensible Markup Language (XML) 

ÁData exchange format 

ÁExtensible Stylesheet Language Transformations (XSLT) 

ÁTransforms XML to XHTML 

ÁXMLHttpRequest object 

ÁXMLHttpRequest object allows retrieving data from the web 
server as a background activity 
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Technologies - Ajax 

Á Ajax Components ï Simple diagram 
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Technologies - Ajax 

Á Traditional web model vs Ajax 
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Technologies - JSON 

Á JSON (JavaScript Object Notation) 

ÁSimple data transfer format that can be used to serialise 
arbitrary data 

ÁData processed directly by JavaScript interpreters 

ÁCommonly employed in Ajax applications ï (alternative to XML) 

ÁJSON Message Example - Message is treated as JavaScript array 

 

 

 

ÁJavaScript constructs the array and then processes its contents 

Á JSON ï Security implications 

Á Same Of Origin (SOP) applies for JavaScript code  from different 
domains but not for JavaScript data  (JSON) from different 
domains 
 

[ 

[ óJeffô, ó1741024918ô, óginger@microsoft.comô ], 

[ óC Gillinghamô, ó3885193114ô, óc2004@symantec.comô ], 

[ óMike Kempô, ó8041148671ô, ófkwitt@layerone.comô ], 

[ óWade Aô, ó5078782513ô, ókingofbeef@ngssoftware.comô ] 

] 
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Practical tips to JavaScript Reversing 
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Basics 

Á JavaScript Analysis/Debugging Tools 

ÁWebDeveloper 

ÁFirebug ï Debugger, Console, Playing with DOM 

ÁVenkman ï Debugger 

Á Basic HTML/DOM/JavaScript analysis 

ÁLooking at the source code 

ÁLooking at the DOM 

ÁLooking at the generated source code 

ÁUnderstanding DOM, JavaScript functions and events 

ÁTraversing DOM ï Pay attention to:  

Ádocument.getElementById(ñidò) 

Ádocument.getElementsByTagName(ñnameò) 
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Reversing ï Breakpoint with Firebug 
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Reversing ï Breakpoints and Stack 
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DOM Analysis 
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Venkman Debugger 
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Finding XSS in DOM 

Á DOM XSS or Type 0 XSS 

ÁFind injection point 

ÁHow do we know itôs a DOM XSS? 

ÁDOM XSS does not appear in ñView Sourceò ;-) 

ÁLook for the the following methods (from Attacking Rich Internet 
Application ï see references): 

Ádocument.URL 

Ádocument.URLUnencoded 

Ádocument.location (and many of its properties)  

Ádocument.referrer 

Áwindow.location (and many of its properties)  

ÁWrite raw HTML, e.g.:  

Ádocument.write(é) 

Ádocument.writeln(é) 

Ádocument.body.innerHtml=é 
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Finding XSS in DOM 
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Finding XSS in DOM 

ÁDirectly modifying the DOM (including DHTML events), e.g.:  

Ádocument.forms[0].action=é 

Ádocument.attachEvent(é) 

Ádocument.createé(é) 

Ádocument.execCommand(é) 

Ádocument.body. é  

Áwindow.attachEvent(é) 

ÁReplacing the document URL, e.g.:  

Ádocument.location=é  

Ádocument.location.hostname=é 

Ádocument.location.replace(é) 

Ádocument.location.assign(é) 

Ádocument.URL=é 

Áwindow.navigate(é) 
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Finding XSS in DOM 

ÁOpening/modifying a window, e.g.:  

Ádocument.open(é) 

Áwindow.open(é) 

Áwindow.location.href=é 

ÁDirectly executing script, e.g.:  

Áeval(é) 

Áwindow.execScript(é) 

Áwindow.setInterval(é) 

Áwindow.setTimeout(é) 

Á DOM XSS should not always result in JavaScript execution 

Á New DOM XSS attacks might include: 

ÁModify/abuse sensitive objects 

ÁModify DOM/HTML Objects  

ÁLeak and insert cookies (document.cookie) 

ÁPerform directory traversal with XHR 
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JavaScript and Ajax 

Á Reversing JavaScript ï Ajax 

ÁIntercept XHR (XMLHttpRequest) requests/responses with 
Firebug (console and profiler) 

ÁPay attention to inline JavaScript events ï they might trigger 
XHR (Fire inline addon). 

ÁAjax is just a client-side technology ï needs to be considered as 
standard web application. 

ÁLook for Ajax bridging ï this is used to evade SOP between two 
endpoints on different domains 

ÁXML and XPath might be used in conjunction with Ajax 

ÁUnderstand how Ajax engine constructs the request and 
interfaces to XPath -> XML file. 

ÁAjax can also interface with a database (SQL). 

ÁUnderstand how Ajax engine constructs the request and 
interfaces with the database. 
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JavaScript and Ajax 
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JSON 

Á Reversing JavaScript ï JSON 

ÁFind the JSON service ï check HTTP GET and POST requests 

ÁUnderstand what type of JSON data is passed between client 
and server side ï are callback functions used? Like showc(); 
below: 

 

 

 

ÁInjection in JSON can lead to JavaScript execution (as in eval()) 

ÁCheck if the JSON comes as JSON label or not (note if brackets 
are used to wrap JSON data like 
( {"errorsNum":2,"error":["Wrong email!","Wrong hobby!"]} )  

showC ( 

[ 

[ ótestô, ó1741024918ô, ótest@test.comô ], 

[ ótest2ô, ó3885193114ô, ótest2@test.comô ], 

]); 
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JSON 
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JSON 

Á Attacking JSON ï another way to do CSRF 

ÁUse the same JavaScript JSON parser to handle the data from a 
different domain 

ÁExploit CSRF of the victim application 

ÁBefore JavaScript 2.0, override of the Array function was used to 
handle JSON data as in the following example: 

 

 

 

 

 

ÁSetter needs to be used for objects or arrays to get JSON data 
under control. JSON hijacking JavaScript code has to be 
customised for each browser. 

<script> 

function array() { 

var obj = this; 

var ind = 0; 

var getNext = function(x) { 

obj[ind++] setter = getNext; 

if (x) alert(óData stolen from array:ô+x.toString()); 

} 

this[ind++] setter = getNext; 

} 

<script src=óhttp://jsonserviceô></script> 
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JSON 

Á Attacking JSON 

ÁIn case of callback function:  

 

 

 

ÁThen, following code can be used in the malicious site to extract 
data from the JSON service: 
 

 

showC ( 

[ 

[ ótestô, ó1741024918ô, ótest@test.comô ], 

[ ótest2ô, ó3885193114ô, ótest2@test.comô ], 

]); 

<script> 

function showC(a) { 

alert(a); 

} 

</script> 

<script 

src=òURLwhichReturnstheJSONaboveò></script> 
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Unpacking/Deofuscating 

Á JavaScript deobfuscation/unpacking techniques 

ÁDean Edwards simple JavaScript packer 

ÁUnpacking Dean Edwards with Malzilla (2 clicks) 

ÁMore complex case: 

ÁScreen shots: 

Á1) Simple analysis of obfuscated JavaScript 

ÁDeciphering shellcode 

ÁUse of document.createelement 

Á2) Case of data to be deciphered that is not a part of the 
script 

ÁUse of arguments.calle.tostring 

ÁData attached to onload event 
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Unpacking JavaScript 



Slide:42 © 2009 Security -Assessment.com 

Case I 


