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Who am [?

Es7a_

A Roberto Suggi Liverani

A Security Consultant, CISSP- Security-Assessment.com

A 4+ years in information security, focusing on web application and
network security

A OWASP New Zealandounder/leader

A Personal blog: http://malerisch.net
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Cs7a_ Agenda

A Introduction
A Technologies: JavaScript, DOM, Ajax, JSON

A Security: JavaScript Security Model
A Practical tips
A JavasScript AnalysisDebugging Tools
A Finding vulnerabilities in JavaScripti DOM XSS
A Reversing JavaScripti Ajax

A Reversing JavaScripti JSON

A Obfuscated JavaScripti Deobfuscation techniques
A Dean Edwards Packer

A More complex cases
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Cs5Z7a Technology - JavaScript

A JavaScript

A JavaScript provides five primitive data types. number, string,
Boolean, undefined, and null.

A Number: var x = 3.14:

AString: var stringl = "This is a string";
ABoolean: var a = true
A Undefined and null do not store data. var x; var y = null;

A Referencetypes includes the composite types (objects and
arrays) and functions. Arrays and functions are special kinds of
objects.

AObject: navigator.appVersion (navigator is an object)
AArray: var X = myArray[5];

A Each primitive type is associated with an object that provides
methods useful for manipulating that kind of data.
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Technology - JavaScript

A JavaScript Operators:

A Mathematical (+, 17, * and %)

A Bitwise (&, |, », ~, << >>>>>Zero  -fill right shift)
A Comparison (<<, >>, ==, ===, I=, >>= and <<)

A Assignment (=, +=, and so on)

A Logical (&&, ||, and !)

A Conditional operator (?:)

A String concatenation operator (+)
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(EED Technology - JavaScript

A JavaScript Statements:

A if (expression) statement or block
else statement or block

A switch (expression)
{
case condition 1: statement(s)
break;
default: statement(s)

}

A while (expression)
statement or block of statements to execute

A do {statement(s);} while (expression);

A for (initialization; test condition; iteration statement)
loop statement or block

A with (object) { statement(s); }

A Labels can be used with break and continue .
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ESED Technology - JavaScript

e ——— —

A JavaScript functions

A Function: function functionname(parameter-list)
{ statements }

function addThree(argl, arg2, arg3)
{ return (argl+arg2+arg3);}

A Function as object:
var sayHello = new Function("alert('Hello there");");

A Functions can be recursive (function within a function)

A JavaScript Global and local variables

A var x = 5; //global variable
function z() { var x = 3; //local variable }
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Technology - JavaScript

A JavaScript Objects: userdefined, built-in, browser, and document

A User-defined: custom objects

A Browser: objects that most browsers support

A Built-in: Built-in objects are provided by the JavaScript language
itself (Array, Boolean, Date, Math, Number and String)

A Document: objects are part of the Document Object Model
(DOM), as defined by the W3C

User-defined Programmer-defined Programmer None
Customer or Circle

Built-in Array, Math The browser via its ECMA262
JavaScript engine

Browser Window, Navigator The browser None (though some
portions adhere to an
ad hoc standard)

Document Image, The browser via its W3C DOM
HTMLInputElement DOM engine
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Technology - JavaScript

A JavaScript objects:

A var myString = new String("Hello world");
alert(myString.length);
x=myString.upperCasg); alert(x);

A myString is a built-in String object.
Length = the property of the myString object.

A Properties that are functions are called methods (such as
upperCase); ).

A JavaScript Regular expressions are the tool JavaScript provides for
matching and manipulating string data based on patterns.

A var pattern = new RegEXx{"http");
pattern.test "HTTP://WWW.W3C.ORG/");

A Test() method returns a Boolean indicating whether the string
given as its argument matches the pattern
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CZas Technologies- DOM

A DOM (Document Object Model)

A Basic Object model for all modern browsers

window

[ [ [ ]
navigator screen history location

document

A HTML Document modeli two basic examples

<html> <html>
<head></head> document <head></head)> document
<body> I <body> I
<p></p> <p>This is the <em>one and
{/body> html only</em> paragraph.</p> html
</html> </body>
I </htm1> |
[ I I |
head body head body
l l
p p
]
[ ] |
“Thisis the” em “paragraph.”
l
“one and only”
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Cs7a_ Technologies- DOM

A DOMi Object naming, properties, methods and events

ANaming and references through Ja

A<di v i d<pfilod=rkh @* m name=NnNt esf «
A Object: Properties, methods and events

A<input type= buttono >> fype is a property, button is the
value property of fype.

ADepending on the object, none or multiple methods are
available such as submit(), onfocus(), etc.

A Events -> Events are actions that take place in a document,
usually as the result of user activity.

Ve

A<i nput t vy p emslikb iyt t; anrredck is an event
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Cs7a_ Technologies- DOM

A Traversing DOM

A Reaching Elements in a Document

Adocument.getEIementById(' /d 6: Retrieves the element with
the given /d as an object

Adocument.getEIementsByTag Namée' fagname'). Retrieves all
elements with the tag name fagname and stores them in an
array-like list

A Reading Element Attributes, Node Values, and Other Node Data

Anode.getAttribute (‘attribute'’). Retrieves the value of the
attribute with the name attribute

Anode.setAttribute(' attribute', ‘'value'): Sets the value of the
attribute with the name attribute to value

Anode.nodeType: Reads the type of the node (1 = element, 3
= text node)
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Cs7a_ Technologies- DOM

Anode.nodeName Reads the name of the node (either
element name or # textNode)

Anode.nodeValue Reads or sets the value of the node (the
text content in the case of text nodes)

A Navigating Between Nodes

Anode.previousSiinng Retrieves the previous sibling node and
stores it as an object.

Anode.nextSiinng: Retrieves the next sibling node and stores
It as an object.

Anode.childNodes Retrieves all child nodes of the object and
stores them in an list.

A There are shortcuts for the first and last child node, named
node.firstChild and node.lastChild

Anode.parentNode: Retrieves the node containing node.
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BMember

A Creating New Nodes

Technologies- DOM

Adocument.createEIement(eIement): Creates a new element
node with the name element.

Adocument.createTextNode(string): Creates a new text node
with the node value of string.

AnewNode = node.cloneNodgbool): Creates newNode as a
copy (clone) of node. If bool is true, the clone includes
clones of all the child nodes of the original.

Anode.appendChiIo(newNode): Adds newNode as a new (last)
child node to node.

Anode.insertBefore(newNode,oIdNode): Inserts newNode as a
new child node of node before oldNode.

Anode.removeChiIo(oIdNode): Removes the child oldNode
from node.
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Technologies- DOM

Anode.replaceChiIo(newNode, oldNode): Replaces the child
node oldNode of node with newNode.

Aelement.innerHTML Reads or writes the HTML content of
the given element as a stringd including all child nodes with
their attributes and text content

B Member of Datacraft Asia Slide:15 © 2009 Security -Assessment.com



Cs57a Technologiesi JavaScript Security

A JavaScript comes with some protections and security:

Ve

A Some examples:

A No direct access to write or delete files or directories
A No networking primitives of any type

A Only certain History object methods exposed: back(), forward(),
and go().

A FileUpload object property value cannot be set.

A No form submit() to a mailto: or news: URISs.

A No browser window closure unless the script opened/created the
window itself.

A No creation of window that is smaller than 100 pixels on a side
(other similar actions are forbidden).

A Event object properties cannot be set.
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( D Technology i JavaScript Security

A SOP (Same Of Origin Policy)

A Script can read only the properties of windows and documents
that have the same origin as the script itself .

A The same-origin policy does not actually apply to all properties
of all objects in a window from a different origin.

A Window objects origin-policy exceptions:
A Location object

A postMessage()

A frames attribute
A XXX4 method
A Document.domain can also be used to relax SOP restrictions

A aa.domain.com and bb.domain.com can communicate if
document.domain = domain.com

B Member of Datacraft Asia Slide:17 © 2009 Security -Assessment.com



Technology i JavaScript Security

A Some examples of SOP in action

URLs Crossi Scripting Comments

allowed?

http://www.example.com:8080/scriptl.js

http://www.example.com/script2.js
http://www.example.com/scriptl.js
https://www.example.com/script2.js
http://www.example.com/scriptl.js
http://192.168.0.10/script2.js
http://sub.example.com/scriptl.js
http://www.example.com/script2.js
http://www.example.com/hello/scriptl.js
http://www.example.com/bye/script.2.js
http://www.example2.com/scriptl.js

http://www.examplel.com/script2.js

NO

NO

NO

NO

YES

NO

Portn umber doesnot
maitch.

Protocoltyped o es nodt
match.

Browser will not perform
domain name resolution.

Subdomainstreated as
separate domains.

Domain name is the
same.

Different domain names.
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( D Technologies- Ajax

A Ajax (Asynchronous Javascript And XML)

A Ajax = multiple technologies working together

r

A Components:
A HTML/XHTML
A Necessary to display the information
A JavaScript

ANecessary to initiate the client-server communication and
manipulate the DOM to update the web page

A Document Object Model (DOM)

ANecessary to change portions of an XHTML page without
reloading it.

A Server-side processing

AThere is no Ajax without a stable, responsive server waiting
to send content to the engine
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( D Technologies- Ajax

A Ajax Components
A Cascading Style Sheet (CSS)

Aln an Ajax application, the styling of a user interface may be
modified interactively through CSS

A Extensible Markup Language (XML)
AData exchange format

A Extensible Stylesheet Language Transformations (XSLT)
ATransforms XML to XHTML

A XMLHttpRequest object

AXMLHttpRequest object allows retrieving data from the web
server as a background activity
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Technologies- Ajax

Cra>

A Ajax Componentsi Simple diagram

e b

———— Wab browser
. _/I LSS styling

Defing
look and fael

JavaScript
logic

Talk to Define
web sarver content and Document
layout Dhbject

model

XMLHttpRaequest Objoct

(—C Web sanwear :}
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Technologies- Ajax

A Traditional web model vs Ajax

Traditional Web Application Model
Web Browser
HTML, Images, — 21 S
CSS, JavaScript E Data
> — > Database
HTTP = Query/Data
Request N= Request ————
Web Server
Ajax Web Application Model
Web Browser
— | @ —
HTML, CSS Data — Data
User | Ajax | == T
Interface » Engine > — > Database
lavaScript HTTP — Query/Data
Call Request N Request —
Web Server
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Cs5Z7a) Technologies- JSON

A JSON (JavaScript Object Notation)

A Simple data transfer format that can be used to serialise
arbitrary data

A Data processed directly by JavaScript interpreters
A Commonly employed in Ajax applicationsi (alternative to XML)

A JSON Message Example Message is treated as JavaScript array

6Jef f 6, diMgegr@nidadcftdon8 6] , 6
6C Gillinghamé, 638851931146, 6c2004@symant|jec. comb
6 Mi ke Kemp 6 fkwii@laydrdnd.cor@® 7]1,6 , (o)
6Wade AO6, KNy dibee8@ngs2dbiviaB @qmo 6 |

A JavaScript constructs the array and then processes its contents
A JSONi Security implications

A Same Of Origin (SOP) applies for JavaScripttode from different
domains but not for JavaScript data (JSON) from different
domains
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Practical tips to JavaScript Reversing
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Cs57a’ Basics

A JavaScript Analysis/Debugging Tools
A WebDeveloper

A Firebug 1 Debugger, Console, Playing with DOM
A Venkmani Debugger
A Basic HTML/DOM/JavaScript analysis
A Looking at the source code
A Looking at the DOM

A Looking at the generated source code

A Understanding DOM, JavaScript functions and events
A Traversing DOMT1 Pay attention to:
Adocument . get El ement Byl d(Ai do

Adocument.getEI ement sByTagNam

B Member of Datacraft Asia Slide:25 © 2009 Security -Assessment.com



Reversingi Breakpoint with Firebug

Sm—

& Disable - /2 Cookies~ 1 C55- - Forms- |4 Images~ @ Information - Miscelaneous - .~ Outiine - . 5 Resize~ ° Tools - {=] View Source - .~ Options

JavaScript Analysis/Debugging Tools

WebDeveloper toolbar

Firebug - Debugger, Console, Playing with DOM
Venkman - Debugger

Basic HTML/DONM/JavaScript analysis

U'RL:lhttp:menN.google.com submit |

Web |Images Maps MNews Groups Gms“
iGoogle | Signin _|

Copole;.

ér' Inspect ‘ all~ | index.html

Console HTML (€SS 1 Script v | DOM  Net Options ~ Watch  Stack \ Breakpoints ‘
12  <a href="__/.. /index_ html">Homepage</a> A ||V run
14  <br=</div>
15 <script>
15
17 function run() {
18
132
20 war u = document.getElementById{"url"). wvalue;
21
22 war b = document.getElementById("test");

b.sreo=u;

® 22 b.src=u;
25

26}
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Reversingi Breakpoints and Stack

e —

(& Disable ~ 2 Cookies~ 1CS5~ £ ] Forms~ @ Images~ @ Information~ = Miscelaneous - ./ Outiine~ | J Resize - /” Tools - =] View Source - > Options - b 4

JavaScript Analysis/Debugging Tools

‘WebDeveloper toolbar

Firebug - Debugger, Console, Playing with DOM
Venkman - Debugger

Basic HTML/DOM/JavaScript analysis

Homepage
TURL |http:/pwww.google.com  submit l

Web Images Maps MNews Groups Gmz4

iGoogle | Sign in

"0 (*)(ﬂqﬂ

% Inspect[ al - | index.html | run = onclick D 3 = @ |

=]
Console HTML €SS | Scriptv | DOM  Net Options = || Watch | Stack Breakpoints Optior
5 - MNew watch expression. ..
function run{) { # this Window index hitm!
13 e peChain [ Call b=iframeittestu=hitpiiwww.google.com, Window index htmi0=Calf 1=window 1
20 wvar u = document.getElementById("url").value; # b iframeftest
Z1 u "http: //wr. google. com”

22 wvar b = document.getElementById{"test");
© 24 b.src=u;

K
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DOM Analysis

92.168.0.93 /js /modulel /test0 /index.html - DOM Inspector

© Disable ~ £ Cookies~ _1CS55- =] Forms~ |4/ Images - @ Informatior -

File Edit Search View Help
. . . = = = - -
JavaScript Analysis/Debugging To« :
@ # |http://192.168.0.93/js/module 1/test0/index.html Insp
| WebDeveloper toolbar - Document - DOM Nodes »- - Object - JavaScript Object
Firebug - Debugger, Console, Playing with DOM nodeName | id || =|||| Property | value |
Venkman - Debugger 4 gdocument A DOCUMENT_POSITION_IMPLEMENTATIO... 32 I
o < > aHTML addEventListener function addEventListener() { [native c...
Basic HTML/DONM/JavaScript analysis » HEAD aLink " ee0000"
4BODY appendcChid function appendChild() {  [native code] }
#text || ratributes [object NamedhodeMap]
aH1 i background it
7 ftext I t
[JRL |http:/Awwew.google.com _SMJ #text bgColor " 4 R
- > PH3 biur functionblur() {  [native code] }
| ‘ NS l D“LI #text b childNodes [object NodeList]
%" Inspect | window oy k sasshlene
P #text J clientHeight 285
Console HTML (S5 Script | DOM | Net b SCRIPT clientLeft 0
——— engen—o #text clientTop 0
& length=0
B "g 4 b FORM clientwidth 1420
baseURI "http: //192.168.0.93/35 /modul #text cloneNode function cloneNode() {  [native code] }
baColor NgEEEEEEY »IFRAME test compareDocumentPosition function compareDocumentPosition() {
2 body body #text ﬂ contentEditable "inherit"
clientLeft 0 =2 Qi =
clientTop 0
contentEditable “inherit"

[+ getBoundingClientRect getBoundingClientRect ()
(# getClientRects getClientRects ()
+ getElementsByClassName getElementsByClassName ()
# scrollinto¥iew scrollIntoView()
alink "§ee0000"
+ attributes HamedHodeMap length=0
background o
baseURI 1
baColor "HEEEEEEN
# childhodes [ "\n", hl, "\n\n", 17 more... ]

of Datacraft Asia
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GsZa) Venkman Debugger

£9 Javascript Debugger | ) =] o]

File Edit View Debug Profle Help

i ‘
“ Stop D Continue {_} Step Over {-j_} Step Into {_5 Step Outi Profile g Pretty Print

[} | Loaded Scripts I x|[| = l Source Code I 2
Search l indes.html x  index.html X
| o T A e L BT T B o
Name | Line [ 18 Al
b ? http:/fwww.google.co.nz/ 19
4 Hindex.html - | 20| wvar u = document.getElementById("url").value;
@ onclick 1 21

b J17ZakfyrizU.js
b J nsSidebar.js

=all 22 var b = document.getElementById("test");

23
b ? XPCSafelSObject\Wrapper.cpp sl o=
25
: = i 26 1
| Loaded Scripts | ©pen Windows | | o
(=} ILotaI Yariables ] X ' EE flliscrlpt,}~ vl URTRE BTN ‘:J
R »
Name | Value |E’3 | : l ——I
2 % SCOPe Tcalt I http:f,fl92.168.0.93,'Jslmodulelftestoﬁndex’.rijtz::nj:ﬁ lllll .
oD {XPCCI’OSSOI’IQIHWI’&DDGI’} ‘ =] l Interactive Session [context: indes.html, scope: run] | X
€9y "hitp:/fwww. google.com™ ||| : :
b % this {Window} il to execute the “step” command, type “/step”. To evaluate “1 + 17, just type
;-‘1 + 1.!.-.
il - Recorded local startup 4, global 6633921.
| Local Variables | watches | il -
- — — sl - #0: function runf()
m} | Breakpoints | X ‘
Name | Line/PC |
@ index.html 24 .
‘ 024: b.srec=u;
| Breakpoints | call Stack | | |

\' x-vloc: fmainwindow/bot—tab?target:view&id=break§§height= 100&before=stack
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(EED Finding XSS in DOM

A DOM XSS or Type 0 XSS

A Find Injection point

AHow do we know ités a DOM XSS*
ADOM XSS does not appear 1 n nj

A Look for the the following methods (from Attacking Rich Internet
Application T see references):
Adocument.URL
A document.URLUnencoded
A document.location (and many of its properties)
A document.referrer

Awindow.location (and many of its properties)
A Write raw HTML, e.q.:

Adocument . writ e( é)

Adocument . writel n( eé)

Ad O

B Member of Datacraft Asia
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Finding XSS in DOM

3

@ y C X N I L] lhttp://192. 168.0.93/js/module2/testO/product.htmi?key=<script>document.write(hello") < /script= w ' Google
2 Disable~ 2 Cookies~ 1 CSS~ ] Forms~ @ Images~ @ Information - « Miscelaneous - . Outiine~ . S Resize~ “ Tools - =] View Source - .~ Options ~
Hi there, you have choosen the product: hello
URL: http://192.168.0.93/jsimodule2/testOfproduct. html ?key=hello.
£3DOM Source of Selection - Mo, _ v ||:||5| 9 source of: http://192.168.0.93 /js /module2 /test0/producthimizke 3. ||:|' 5'
File Edit Wiew Help File Edit View Help
<html>
<hody>
<script>

j=document. location.href. indexOf ("key=");

document.write ("<br>Hi there, you have choosen the product: "+unescape (documen
document .. write ("<br><br>URL: " + unescape (document.location.href) + ".");
test0/product.html?key=<script>document.write('hello')</script>hello| </script>

</body>
</html>
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(EED Finding XSS in DOM

ADirectIy modifying the DOM (including DHTML events), e.g.:
Adocument . forms[ 0] .action=e¢
Adocument . attachEvent (é)
Adocument .creat ee( é)
Adocument . execCommand( &)
Adocument . body. &

Awi ndow. attachEvent(e)

ARepIacing the document URL, e.g.:

Adocument .

| ocati on=¢e
Adocument .|l ocation. hostname
Adocument .l ocati on e p ™a*Ce ( £)
Adocument .l ocation. ass.i gn(e
Adocument . URL =é

Awi ndow. navi gat e( e)
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(EED Finding XSS in DOM

AOpening/modifying a window, e.g.:
Adocument . open( ée)
Awi ndow. open( ée)

Awi ndow. |l ocation. href =¢
ADirectIy executing script, e.g.:
Aeval (é)

Awi ndow. execScr i pt.(e)
Awi ndow. setlnterval (é)
Awi ndow. set Ti meout (e)
DOM XSS should not always result in JavaScript execution
New DOM XSS attacks might include:
A Modify/abuse sensitive objects
A Modify DOM/HTML Objects
A Leak and insert cookies (document.cookie)
A Perform directory traversal with XHR

A
A
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Cs7a JavaScript and Ajax

A Reversing JavaScripti Ajax

A Intercept XHR (XMLHttpRequest) requests/responses with
Firebug (console and profiler)

A Pay attention to inline JavaScript events T they might trigger
XHR (Fire inline addon).

A Ajax Is Just a client-side technology T needs to be considered as
standard web application.

A Look for Ajax bridging 1 this is used to evade SOP between two
endpoints on different domains

A XML and XPath might be used in conjunction with Ajax

A Understand how Ajax engine constructs the request and
Interfaces to XPath -> XML file.

A Ajax can also interface with a database (SQL).

A Understand how Ajax engine constructs the request and
Interfaces with the database.

B Member of Datacraft Asia Slide:34 © 2009 Security -Assessment.com



JavaScript and Ajax

LiveSearch: (Ajax + XML + XPath)
l
Testing zyklcimbg

Testing abc def ghijk Imno par
stu vzy 02398552341

Results: 2

Z{Path Query:
fflink[ contains(title,'")]

4%

% Inspect Clear Profie

| Consolev | HTML €SS Script DOM Net
(= GET http://192.168.0.93/js/module2/test1/livesearch2.php?q=j&sid=0.49855679351253834 200 OK

Params Headers Response

<a href='http: //aaaa.con'>Testing zyklcimbg</a><br><a href='http: //www.kkllkllkllkllklllll.con'>Testing
abc def ghijk lmno pgr stu wvzy 0Z239855Z341</a><brr<br><brrResults: Z<brr</br>XPath Query: //link[contains

{title,'3')]
+ GET http://192.168.0.93/js/module2/test1/livesearch2.php?q=jg&sid=0.392006293584 7747 200 OK 3ms
+ GET http://192.168.0.93/js/module2/test1 /livesearch2.php?q=j&sid=0.10870132289787882 200 OK Zms
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G Za

JSON

A Reversing JavaScripti JSON
A Find the JSON servicei check HTTP GET and POST requests

A Understand what type of JISON data is passed between client

and server side 1 are callback functions used? Like showc();
below:

showC (

[

[ 6t est 06, test@tdstlconiv4 9 1, 8 6,
[ 6test 26, 6388519311
)k

0 6
4 0 , Otlest 2@ est. combé ],

A Injection in JSON can lead to JavaScript execution (as in eval())

A Check if the JSON comes as JSON label or not (note If brackets
are used to wrap JSON data like

({"errorsNum":2,"error":["Wrong email!","Wrong hobby!"]} )

B Member of Datacraft Asia
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JSON

Reversing JavaScript - JSON

Name |
Emajl|
Hobby [T Sport [T Reading [T Music Validate I

%" Inspect Clear Profie

Consolev | HTML €585 Script DOM  Net
- GET http://192.168.0.93/js/module2/test2/parser.php?js...%22hobbyName%022:%22music%22,%22isHobby%22:false}]} 200 Ok 137ms

Params Headers Response

{"errorsNum":Z, "erroxr": ["Wrong email!", "Wrong hobby!"]}
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A Attacking JSONi another way to do CSRF

A Use the same JavaScript JSON parser to handle the data from a
different domain

A Exploit CSRF of the victim application

A Before JavasScript 2.0, override of the Array function was used to
handle JSON data as in the following example:

<script>

function array() {

var obj = this;

var ind = O;

var getNext = function(x) {

obj[ind++] setter = getNext;

i f (x) al ert (a¢ Datya O6stfRn It orStfrri arg
}

this[ind++] setter = getNext;

}

<scriptsrc=6http://jsonservicebd></script>

A Setter needs to be used for objects or arrays to get JSON data
under control. JISON hijacking JavaScript code has to be
customised for each browser.

B Member of Datacraft Asia Slide:38 © 2009 Security -Assessment.com



CsZa_ JSON

A Attacking JSON

A In case of callback function:

showC (

[

[ 6test 6, Gd@tdstlcon®49186, O

[ 6t est 20, 638851931146, Otest 2@ est. comb ],

D;

A Then, following code can be used in the malicious site to extract
data from the JSON service:

<script>

function showC(a) {
alert(a);

}

</script>

<script

src= ORLwhichReturnstheJSONaboved > </ scr|i pt >
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Cs7a’ Unpacking/Deofuscating

A JavaScript deobfuscation/unpacking techniques

A Dean Edwards simple JavaScript packer

A Unpacking Dean Edwards with Malzilla (2 clicks)
A More complex case:
A Screen shots:
Al) Simple analysis of obfuscated JavaScript
ADeciphering shellcode

A Use of document.createelement

A2) Case of data to be deciphered that is not a part of the
script

A Use of arguments.calle.tostring

A Data attached to onload event
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Unpacking JavaScript

Also, if we pack again the code, here is what 15 pro« [ SENE([ER IR oTels]o3, = IEI |_>£l

Download {Decoder | Misc Decodersl Kalimero Processar | Shellcode analyzerl Log | Clipboard Manitor ] Notes I Hex view | PScriptI Tools | Settings[ About |

eval (function(p,a,c,k,e,r) {e=function{c

=1} :;while{c--) if (k[c])p=p.replace (new New Tab (1) I {
V'ise=1}:die--)8(k[e])3=3.9(i J{V'\\\\k
{31)',24,24,"' || |plfunction|r|return|Str leval {functionip,a,c,k,e,r) {e=3tring;if{!"".replace(/*/,String) ) {while{c--)r[cl=k[c]||c:;k=] ;I
[function{e) {return r[e]}];e=function() {return'\‘w+"};c=1};while (c--)if (k[c])p=p.replace (new
Click here to try the packer RegExXp ("\\b'+e(c)+"\\b', 'g") ,k[c]) ;xeturn p} ("0(\"1\");",2,2, "alert |hello’.split("|") .0, { )}
be
Run script | " Replace eval() with Ievla Find || Templates
(" Override eval() [ case sensitive
Debug | } Format code
® Leave as is [~ Do not bother me with messages Selection length: 0 (0) _
alert('hello'); .:J
[Script can't be compiled, but it produiced evaluation restits
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